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Towards Excellence in Internet Security 

Research for Developing Countries
Ibrahim Kaliisa and Martijn Oostdijk

      In recent years the World Wide Web, seen by many as the main facilitator of  e-
commerce, has developed at a very fast rate. Many developing countries around the 
world correctly identify the Internet as a prevailing tool to advance social, economic 
and human development. At the same time, however, lack of  trust in the Internet 
to cope with security threats jeopardises development goals that could otherwise 
be supported by a widely accessible and widely trusted Internet. It is imperative to 
investigate information security controls to cope with these threats. Apart from being 
an important enabler of  e-commerce in developing countries, the area of  information 
security also offers many opportunities for interesting research for scholars in 
developing and developed countries alike. By reflecting on our own work in this new 
field in computing, we try to draw some conclusions about how to obtain research 
excellence in ICT research for developing countries.

Introduction 
Effective use of  the Internet for commercial purposes is based on a set of  good laws, 
industry self-regulation and technical standards that give users control and confidence. 
These are the elements that make the Internet what it is today.

Many developing countries correctly identify the Internet as a prevailing tool to 
advance social, economic and human development. At the same time, however, criminals 
also see the potential of  the Internet as a place to perpetrate criminal activities and as a 
communications medium of  universal reach at minimal cost. Hackers, virus writers, and 
scam artists abuse the available resources and take advantage of  unsuspecting computer 
users. Worsestill, terrorists threaten to disable critical infrastructures on which more and 
more consumers and businesses are becoming dependent. The number one concern of  
consumers and businesses alike seems to be the lack of  security, with privacy concerns 
most prominent for consumers, and loss of  reputation and intellectual property for 
businesses (Tan et al., 2000).

The current setup of  the Internet enables the developed and developing countries to 
work together as a global village. The Internet brings opportunities, but at the same time 
also many challenges to both worlds. In terms of  trust and security, this environment 
includes criminal law, laws of  privacy and consumer protection, and the commitment 
of  industry to build and operate more secure systems. Research (GIPI, 2002) into 
cyber crime and ICT development suggests four components which together form a 
framework for trust and online security:
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Cyber crime– Most of  the developed countries have laws to help protect the security 
of  information systems. These laws declare certain activities to be acts of  cyber crime.

Standards regulating government access – Most developed countries have introduced 
policies, procedures, and standards that define and limit government access to 
communications and sensitive data. These assure consumers and businesses that the 
government cannot unjustifiably monitor their communications.

User protection – In most developed countries Internet solution providers and 
researchers have developed policies, procedures and standards to regulate online 
payments. These measures ensure that consumers have recourse if  transactions do not 
go through or if  the goods or services purchased online are not satisfactory. Frameworks 
using these controls provide confidence for both consumers and businesses.

Technical security controls – The developed world has adopted many relevant laws, 
yet recent surveys show that Internet-related crimes such as identity theft are on the 
increase. The problem of  computer crime will be solved only when researchers and 
makers of  computer technology build technically more secure systems and when 
users and organisations have been made fully aware of  the threats and vulnerabilities 
associated with the users of  these systems.

Researchers in this area should concentrate on making the Internet a better 
medium not only for the developed world but also for developing countries. There 
is an opportunity here for problem-driven research, focusing on the above discussed 
Internet-related problems in respect to the emerging markets.

The outline of  this paper – Section 2 – elaborates on the threats that consumers 
and businesses are faced with when attempting to use the Internet for e-commerce 
and similar applications. That section also looks at some of  the legal controls that 
might be employed to counter those threats. Section 3 sketches the current state of  
information security research. Section 4 lists some of  the problems with deploying 
Internet technologies in developing countries. Section 5 ends the paper by proposing 
two strategies that researchers follow when looking at information security problems. A 
mix of  these strategies is most likely the best solution for developing countries.

Threats to Security and Trust 
The growth of  the Internet has made communication between different communities 
much more feasible and has resulted in large-scale use by industry and commerce. 
This has led to the growth of  electronic commerce. Unfortunately, it has also led to 
increasing threats to sensitive assets. Increasingly, organisations and individuals fail to 
protect sensitive data and infrastructure (Novak, 1999). With the world being much 
more interlinked, both good and bad things are introduced through the Internet.

The physical interactions between human beings, through which conventional trust 
relations used to propagate, have been replaced by the invisible network connections. 
Internet users still find it difficult to trust websites and remote networked information 
systems. Yet, currently, there seems to be little option other than to just trust in the good 
intentions and reputation of  the organisations operating those websites and systems. A 
real solution would be to develop systems that enhance the trust and security of  this 
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useful medium (Egger, 2000). Below are some of  the aspects of  Internet security and 
trust that make the Internet media a challenge to both the developing and the developed 
world (GIPI, 2002).

Cyber crime provisions
The legal framework suggested in GIPI (2002) has the intention to promote trust and 
confidence in cyberspace. The framework proposes basic criminal laws against on-line 
activities that threaten confidentiality, integrity or availability of  information assets. 
While the notion of  cyber crime can be defined in many different ways, legal and 
organisational controls to counter cyber crime should at least deal with the following 
four kinds of  activity:

Data interception: According to GIPI (2002) it should be prohibited to “… intentionally 
intercept, without right, by technical means, non-public transmissions of  computer data to, from or within 
a computer system.”
Controlling data interception is essential if  one wants to achieve cyber-trust, since it 
protects the confidentiality of  communications. Existing laws dealing with interception 
of  conventional forms of  information interchange (such as telephony or ordinary mail) 
could be amended to also include electronic communication.

Data interference: According to GIPI (2002) it should be a crime to “… intentionally 
damage, delete, degrade, alter or suppress data in someone else’s computer without permission.”
Controlling data inference is essential if  one wants to achieve cyber-trust, since it 
protects the integrity of  data. This provision also covers intentional spreading of  
viruses, breaking into computer systems and changing or deleting data, and defacing 
of  websites.

System interference: According to GIPI (2002) it should also be a crime to “… 
intentionally cause serious hindrance without right to the functioning of  a computer system by inputting, 
transmitting, damaging, deleting, deteriorating, altering or suppressing computer data.”
Controlling system interference is essential if  one wants to achieve cyber-trust, since it 
protects the availability of  systems and services.

A problematic point with this form of  offence is that the border between fair use 
and abuse is not clear cut. GIPI (2002) warns that:

It is important that this offence includes, as an element of  the offence, the concept that there 
must be significant harm (e.g., a certain threshold of  monetary loss) in order for an offense 
to occur; otherwise, ordinary on-line behaviour, such as sending one or just a few unsolicited 
e-mails, would be a crime, which is not sensible.

Illegal access: According to GIPI (2002) illegal access is the crime of  “… intentionally 
accessing, without permission, the computer system of  another. It can be thought of  as the cyberspace 
equivalent of  trespass.”
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As with system interference, this form of  offence is a little problematic in the borderline 
cases. If  the computer system in question is not sufficiently protected by technical 
controls, unsuspecting users might access it without permission by accident.

Combinations of  the above activities, especially the combination of  illegal access with 
any of  the other three offences, are of  course possible and widespread. Combinations 
with conventional offences are also common.

Conventional offline offences can also be facilitated by the use of  computers. GIPI  
(2002) goes on to also describe these:

In many cases, traditional criminal laws will cover offences committed online. And to the 
extent they do not, rather than establishing separate offences for computer-related crime, 
it might be better to amend the general crime laws to make it clear that they cover online 
conduct.

Technical and organisational controls can only do their work when embedded in a legal 
framework such as the one sketched by GIPI (2002). McConnell (2000) warns that: “Outdated 
laws and regulations […] create an inhospitable environment in which to conduct e-business within a country 
and across national boundaries.”
Still, rules and regulations alone are not enough, and more research is needed to come 
up with effective technical and organisational controls.

The Current Status of  Information Security Research
Recently, there have been many advances in information security research, in domains 
ranging from management practices to network security. Research in security tends 
to progress on different levels. First, at a high level of  abstraction, researchers are 
looking at topics such as trust, identity, anonymity, privacy. Providing these concepts 
with unambiguous formal semantics is much more difficult than providing traditional 
concepts such as confidentiality, integrity and availability with clear semantics. Second, 
at a somewhat lower level of  abstraction, a lot of  attention has been focused on security 
principles that seem to work well in practice. These best practices are being standardised 
in international standards such as ISO 17799. Finally, there is still a lot of  basic research 
concentrating on cryptography, formal analysis of  security protocols, and detecting 
vulnerabilities in software programs.

But most of  the above initiatives have been targeting the developed world; there is 
little research in the area of  security targeting developing countries.

Problems with Internet use in Developing Countries
Security researchers in developing countries should focus on Internet security-related 
problems, and they should especially give attention to the needs of  developing countries. 
The developing world has unique problems that need specific attention of  researchers 
and vendors in order to develop superior solutions that match them. Below are some of  
the challenges that most developing countries face. Researchers need to seek solutions 
in order to make the Internet work for the developing world:
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Lack of  ICT capable financial institutions 

In many developing countries, credit card institutions are not available (A. Pfitzmann et 
al., 2003). In contrast to the developed world, where credit card companies almost force 
consumers to have many credit cards that facilitate them in e-commerce transactions, 
in the developing world it is very rare to find banks giving credit cards and actually 
very few individuals own credit cards. There is need to develop mechanisms to enable 
the developing countries to access goods and services on-line in a secure way, with or 
without credit cards. This means that researchers need to look at alternative means 
of  online payment or at means of  introducing credit cards in the developing world. 
Researchers have to look at the element of  trust on both sides of  the supplier consumer 
relation, because of  the element of  paying fees. There is need for researchers to suggest 
and develop solutions that will bridge the credit card gap.

Poor ICT infrastructure

There is a huge difference in quality and quantity of  the information communication 
infrastructure between the developed and the developing world. The developing world 
lacks the infrastructure which limits its participation in the electronic world. This calls 
for a different set of  solutions to enable it to securely interact with the rest of  the 
world. In most of  the developing countries Internet speed is very slow, which makes 
some Internet applications practically impossible to access; for instance there are some 
electronic services that heavily depend on aspects such as audio and video. Given 
that the speed of  Internet connections is limited this greatly impacts the usability and 
functionality of  such applications. Particularly the security goal of  availability of  some 
systems or services is threatened here. Researchers should propose better mechanisms 
that can match existing infrastructure for the Internet users in the developing world to 
access Internet-based services and systems in the same way.

Lack of  security awareness

The information security awareness level is very low in the developing world; to 
some extent developing countries consider the Internet revolution as another way of  
colonising the emerging markets (Federal Register 15898). While security awareness 
among consumers and businesses in the developed world is low as well, they perceive 
the Internet as full of  opportunities. Threats to security are thought of  as challenges 
which need to be fixed or controlled. There is need to develop research on how to 
reduce the technophobia found among the decision-makers in the developing world, 
so that they can embrace the Internet revolution and know that the security threat that 
exists can be fixed. 

Lack of  proper ICT governance

Most of  the developing countries do not have rules and regulations that govern the 
operations of  the Internet. Cyber space needs proper rules to govern activities like 
e-commerce, and other electronic transactions (Laukka, M., 2000). There is need to 
develop good laws that are suitable to these specific countries, because solutions that 
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work in the developed world may not automatically fit in the context of  developing 
countries. At the organisational level it is necessary to have information security policies 
that address Internet security issues and show how organisations can participate in the 
digital world.

Lack of  secure systems

The Internet brings opportunities of  globalisation but, at the same time, also many 
challenges for the developing world. There are many threats ranging from Internet 
criminals, hackers, to viruses that can bring down connected systems. The developed 
world has developed solutions that can safeguard critical systems that might be the 
target of  an attack. Yet the costs are too high for the developing countries to afford such 
solutions. There is serious need to have systems that are cheap but effective to guard 
systems that are being developed to serve the developing world.

Lack of  proper ID-management systems

The developing world has been deploying systems to serve different purposes, but 
the issue of  authentication and user identification is still a problem. The identity 
management systems developed in the developed world may not serve well in the 
context of  developing countries, because of  the existance of  different business 
processes and protocols.

Improving Internet Security Research for Developing Countries
In the previous sections we argued that research into information security is both 
important and interesting. Information security research is important because it could 
enable developing countries to use the Internet to its full potential. Information security 
research is also interesting since some very challenging research questions need to be 
answered in order to achieve this. We propose two strategies that researchers could 
follow in order to deal with Internet security-related problems. Both strategies have 
advantages and disadvantages.

Action research

The first strategy, called action research here, proposes that security researchers 
concentrate on concrete problems that matter in the developing world. Following this 
research strategy, a researcher takes on challenges that emerge from practice. Typically 
one formulates many new concrete research questions, which generate new challenges. 
Applying this strategy can be difficult because many concepts have to be built up 
from the ground. There is no previous research to build on. This limits the depth one 
can reach. Case studies are a means of  attempting to gain some insight into the real 
problems.

Action research is very suitable when concepts and problems are not yet very 
well understood, but industry is already attempting to build technologies to deal with 
the problems. It helps one to understand the concepts and recognise the research 
questions.
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Practitioners in the field are, in general, appreciative of  this kind of  research, as it 
is flexible about new short-term problems. This kind of  research can attract funding, 
since it is geared to solving an existing problem.

Basic research

The second strategy, called basic research here, proposes that researchers focus on 
existing scientific theory in an attempt to extend it.

One advantage of  this strategy is that researchers are already familiar with the 
underlying existing research. This research is mostly driven by existing technologies, 
theories, and already-developed research results. Here researchers concentrate on 
building a solid base of  theories and technologies for the long-term future. Researchers 
following this strategy may go very deep and work with complex theories to come up 
with non-trivial results.

People in practice may not understand the use of  the results generated by this kind 
of  research and these results are only interesting in the short-term to a small number 
of  experts. This kind of  research needs time to evolve and a good understanding of  
concepts, which makes it more precise because research questions are already clear and 
just need to be answered.

In the developed world, the two strategies are followed, and are working well. There 
is availability of  funding and human resources to do the research.

In the developing world there is need to use more of  action research and less of  
basic research. This is because of  lack of  expertise in the latter field and inadequate 
resources. Developing countries have more problems that need immediate attention, 
than doing research for the future when current problems are still unresolved. It is good 
to build a solid base of  theories, tools and methods using the second strategy, but this 
can be focused on later when immediate problems are solved.

Conclusion
Plenty of  opportunities for research excellence are present in Internet security and 
more so when we focus our attention on developing countries. There is need to take a 
pragmatic approach here, and try to see what practitioners are doing in the field in an 
attempt to solve the real problems. There is also need to develop new methodologies and 
theories and see if  existing research can be bent towards this new area of  research.

Ideally, the best approach is to adopt both action research and basic research. 
However, we feel that in the developing world action research is the preferred strategy. 
Of  course one should keep validating scientific results against reality, to avoid creating 
false expectations by practitioners in the field.
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